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The Need for “First Responder” Integrated Emergency Communications 

In today’s hyper-connected environment as we sit at our desks our phones and computers 

connect us to the rest of the world in just seconds.  If we move out into the parking lot, wireless 

networks and mobile phones keep us connected.  If you can afford it, brick-sized satellite phones 

and briefcase satellite terminals can keep you connected from almost any location on the globe.  

We have grown to expect and rely upon these services in our daily lives. In the blink of an eye 

however, a natural disaster, industrial accident, or terrorist attack will leave us in the dark and 

silence.  In these situations when we need it the most, reliable communications can be a matter of 

life-and-death, but as we have seen in the wake of the December 2004 Tsunami, Hurricane 

Katrina, and a host of other recent events, even our best trained and equipped first responders, 

emergency managers, and relief workers may struggle to communicate during a crisis.  

Further, we do not all live in hyper-connected urban communities.   Even in the United 

States, vast numbers of smaller communities and most rural areas still do not have robust 

telecommunications infrastructures and widespread mobile communications coverage.  In the 

Appalachian foothills of eastern Kentucky for example, homes and structures with landline 



telephones can be few and far between; cellular and high speed internet service is unprofitable 

and therefore unavailable; and satellite communications are unaffordable to local governments.  

Traditional emergency responder’ FM radio communication is difficult because the hilly terrain 

severely restricts line-of-sight.  Even with the every-day “mini-emergency” of the structure fire, 

vehicle accident, hazardous material spill, or violent crime, first responders in these 

environments struggle and often fail to effectively communicate over distances. 

Critical communications among first responders to an emergency (police, fire and rescue, 

medical, etc.) continue to be severely hampered by interoperability issues.  Even after the harsh 

lessons of September 11 2001, first responders continue to use different and incompatible 

frequencies and equipment, jeopardizing the success of their missions and their own lives. 

Possible Solutions 

With this background, many researchers are proposing architectures and complex methodologies 

for solving the known problems.  Commercial companies advertise that they are developing 

prototypes for expensive solutions that will be available “soon.”  At the same time, a consortium 

of Kentucky university and college researchers, with a few critical commercial partners, have 

very rapidly designed, built, tested and demonstrated in several high profile public events, an 

affordable, effective, and ready for mass production, mobile communications system for first 

responders that provides the on-scene incident commander a fully integrated, world wide 

communications capability in any terrain, even when the lights are off for many miles around. 

This research partnership between the University of Louisville, Murray State University, 

and the Kentucky Technical Community College System has addressed some of the most critical 

first responder mobile communications lessons learned from September 11th and Hurricane 

Katrina.  In cooperation with commercial partners and numerous federal, state, and local 



emergency management, law enforcement, fire safety, and emergency medical organizations we 

have prototyped and are demonstrating affordable, robust, and reliable mobile communications 

systems particularly well suited for field operation in rural communities. 

Funded by the U.S. Department of Homeland Security this research has resulted in the 

development of the Man-portable and Interoperable Tactical Operations Center (MITOC).  

MITOC is essentially a large sport utility vehicle (SUV) that is jammed to the roof with state-of-

the-shelf mobile communications gear, computers and software. Within 30 minutes of arrival at 

the site of an emergency MITOC can transfigure into a modern and robust command post 

equipped with satellite based voice and data communications, a wireless local area network 

(LAN), portable phones, rugged laptop computers, FM radio integration hardware, and other 

systems essential for organizing and executing emergency management and crisis response. The 

MITOC’ architecture, evolution and capabilities to date, and its use in major public events will 

be described in the remainder of this paper 

Background 

Over the past five years, various think tanks and special government committees such as the 

Hart-Rudman Commission, the Gilmore Commission, and the 9/11 Commission have issued 

reports which stress the need to improve emergency response capabilities by providing first 

responders key Information Technology. Critical elements suggested, with particular focus on 

supporting incident commanders, include: 

·  Interoperable voice and data communications among local, state, and federal resources.  

·  Immediate access to documentation regarding local assets and response guidelines 

·  The ability to refine, update and manage content from the field 

·  Real-time collaborative information sharing across jurisdictions and agencies 



·  Better project and resource management capability 

·  Mapping and visual graphic support 

·  Access to intelligence analysis 

·  Decision support technology 

Today one would be hard-pressed to find many communities in the United States that have 

achieved more than one or two of these desirable technology-based attributes in actual practice, 

especially at the Mobile Incident Command level. Outside of major metropolitan cities like New 

York or Los Angeles, there is little evidence of coordinated plans, strategies or capabilities to 

integrate and deploy such technology tools in support of Homeland Security and Emergency 

Management. At best, you may see one or more of these critical technology capabilities available 

at a fixed Emergency Operations Center (EOC) in a major urban setting; or in very large (tractor-

trailer or recreation vehicle (RV) sized), expensive, mobile command posts, which may offer 

little more than a conference room, environmental support (light, heat, A/C), toilets, and a coffee 

pot.  Small urban and rural communities in the United States are unlikely to have any capabilities 

beyond the traditional law enforcement, fire and rescue, and ambulance service call and dispatch 

centers. 

Beginnings and Funding 

In November 2004 Tom Ridge, then-Secretary of the Department of Homeland Security, 

announced the Kentucky University Homeland Security Consortium in a press conference in 

Somerset, Kentucky (Ridge, 2004). This concept of a “virtual” Homeland Security-focused 

National Laboratory comprised of the combined resources of the public and private universities, 

colleges, and community college system of the Commonwealth of Kentucky in collaboration 

with the private sector. The virtual lab idea was the brainchild of Kentucky’s 5th District 



Congressman Harold (Hal) Rogers. As Chairman of the Homeland Security Appropriations sub-

committee, Chairman Rogers was keenly aware of the national need to tap the intellectual 

capacity of academia and the ingenuity of high-tech businesses in the fight against terrorism. His 

vision and persistence led to the initial and extended funding of the project. 

This innovative program, called the Kentucky Critical Infrastructure Protection Lab, 

publishes a list of prioritized technology needs or projects that the Department of Homeland 

Security (DHS) is willing to fund at the various post-secondary institutions in the state. The 

focus is on funding applied research which consists of concepts or technologies that can be 

developed in a prototype operational model in less than a year and commercialized by private 

industry very rapidly soon after the proof-of-concept is demonstrated to work. The DHS’ list of 

requirements for this program target critical infrastructure protection (CIP). MITOC is currently 

funded through a 3 year Kentucky CIP Lab program. 

The seminal basis for the MITOC design approach and innovative features stem from 

discussions that began in 2003 with MSgt John “Al” Staples, a communications specialist with 

the 41st Weapons of Mass Destruction (WMD) Civil Support Team (CST). His CST utilized a 

heavy truck platform for its mobile command post. MSgt Staples suggested that the University of 

Louisville Homeland Security Research Center should work on delivering best-of-breed 

interoperable communications and wireless Internet capability based in an affordable sport-utility 

vehicle (SUV) platform rather than the available, large RV chassis mobile command centers. 

MSgt Staples also introduced the research team to Ramon Abelleyro, a nationally-recognized 

expert in radio interoperability and mobile communications systems designer who was ultimately 

chosen as the lead design engineer for the project. 



Mr. Abelleyro was a consulting project engineer on an early robust mobile command post 

based on an SUV platform that was developed by Raytheon. Their First Responder vehicle was 

developed to address some of the communications deficiencies uncovered during the aftermath 

of the 9/11 attacks at the World Trade Centers in New York City (Brill, 2003). Mr. Abelleyro’s 

experience with this ground-breaking platform and his own mobile communications systems 

laboratory provided the research team with time and money saving concepts as well as 

improvements on previous designs that were incorporated into MITOC. 

Project Goals 

The overall goal of the MITOC effort is the design, development, test, deployment, and 

evaluation of a suite of portable, interoperable, and affordable voice, data, radio, video and 

software tools to support emergency management and crisis response efforts. Further, the project 

is developing and evaluating standardized tactics, techniques, and procedures (TTPs) for the 

effective use of this advanced information technology to enhance the performance of incident 

commanders, support agencies, and first response personnel.  Finally, the research group is 

tasked to develop the initial commercialization and deployment concepts of the system so that 

eventual production versions of MITOC will be highly effective, yet still affordable for small 

and rural communities around the world. 

Key Attributes  

The key attributes and purpose of MITOC are contained in its name.   

Man-portable:  A central theme in the MITOC design is portability.  The entire MITOC 

system is small enough to be transported by a standard SUV but it is organized as components 

that generally can be lifted and moved short distances and set up by two adults.  Key electronic 

components are packaged in a single, two-man lift, rugged transport case (Figure 1). While the 



equipment can be operated directly out of the MITOC SUV (Figure 2) this portability allows the 

system to be easily transferred into an alternate ground vehicle; easily transferred to and 

transported by UH-1 or UH-60 class helicopters; transported by commercial shipping; or moved 

into a building (Figure 3) or operated under tents (Figure 4). A key aspect of this portability is 

power consumption and management.  MITOC can be powered entirely by a small, man-portable 

5KW generator. 

 

 Interoperable:  The general concept of interoperability is the easy and transparent 

exchange of information from a variety of sources to a variety of destinations, and for a variety 

of end-purposes. There are three critical aspects of interoperability provided by MITOC. First, 

the MITOC long haul satellite links and portable phones, that can be distributed to the incident 

commander and functional leads (law enforcement, fire and rescue, ambulance, HAZMAT, etc.), 

putting all key on-scene leaders in direct contact with one another and the outside world.  

Second, the MITOC FM radio integration system links the various on-scene line-of-sight FM 

Figure 1: MITOC Electronics 
Suite Transport Case 

Figure2: MITOC Operated 
from the Transport Vehicle 



radios of functional leaders to one another.  The result is that leaders and key on-scene personal 

have both a dedicated communications channel to one another, and the ability to patch the non-

interoperable radio systems together. Third, satellite communications links and their integration 

into a wireless LAN and rugged laptops, provide personnel working in or near the MITOC 

connectivity to the worldwide commercial telephone system, access to the same information 

resources that they would have via the Internet and their offices, as well as instant-messaging for 

on-scene communications. 

 

 Tactical Operations Center:  This military term was chosen for its clear connotation: 

that the MITOC is a “tactical” on-scene commander’s tool suitable for use out-doors, or under 

adverse environmental conditions, as opposed to a sensitive electronic system tied to a climate-

controlled data center. The “Operations Center” tagline is intended to illustrate that the MITOC 

is more than a set of radios. It conveys the ability to be self-sufficient in the field with the 

electronic and automated tools comparable to those available at base offices or at a fixed 

Emergency Operations Center, to provide visual, audible and transmittable information both at 

the scene and externally. 

Figure3: MITOC Operated Indoors Figure4: MITOC Operated Outdoors 



 

The MITOC Electronics Suite 

The MITOC electronics suite has evolved continuously throughout the project. The goal is to 

provide an on-scene emergency or incident Commander an integrated package of complimentary 

public-safety oriented set of tools and capabilities. The MITOC commercial off-the-shelf 

(COTS) capabilities housed within the rugged transport case include: 

·  Radio base stations compatible with the user’s jurisdiction (up to four) 

·  Radio Interoperability to support the radio frequencies utilized in the user’s jurisdiction 

and surrounding mutual aid agencies 

·  An Internet router 

·  An Internet server 

·  A wireless local area network (Network Access Point) 

·  A Voice-over-IP (VoIP) telephone switch 

·  A controller PC with a daylight viewable monitor screen 

·  Panels for phone jacks, antenna patch panel, power  

Radios    A basic design concept for MITOC is to keep all components modular and 

interchangeable for maximum flexibility. The radios in a production version of MITOC would be 

customized for each client to suit the requirements of their jurisdiction. The prototype MITOC 

includes Kenwood base station and a handheld radios operating in the 50 MHz, 150 MHz, 450 

MHz and 800 MHz ranges that suit a particular jurisdiction of Kentucky.  Other radio 

technologies, primarily for data transmission, have been successfully trialed in the MITOC 

project such as 900 MHz transceivers for relaying the Internet backbone from the satellite dish to 



the MITOC unit at a remote location. Another application for such a radio is to transmit LAN 

connectivity to remote users away from the primary MITOC wireless “bubble.”  

Radio Interoperability     Radio interoperability is one of the most critical capabilities 

targeted by MITOC as it is arguably the most recognized problem area in public safety 

communications. There are a number of commercial solutions available to convert the analog 

radio inputs to digital signals, organize the digital signals into Internet Protocol (IP) packets, and 

route IP packets to an analog audio output radio, so it can be heard by all parties on a tactical 

channel. 

There are several well-known and serviceable radio interoperability systems that were 

considered for MITOC. Each has certain features or price benefits that may better fit a local 

jurisdiction’s needs. The Telex-Vega IP-223 system was selected for the MITOC prototype due 

to its flexibility and capability to serve as an on-scene tactical dispatch system. Depending upon 

local jurisdiction needs, the ACU-T from Raytheon/JPS Communications or the ICRI from C-

AT are both modern systems that could work within MITOC. 

An important lesson learned during our research was that promises of rapid and easy 

connectivity between dissimilar radios promised by marketing material are overstated for the 

currently available technology. Radio Interoperability is not yet “plug-and-play” in an ad-hoc 

“come as you are” fashion under field conditions.  Immediate interoperability is possible with the 

proper hardware and software, but more importantly, it absolutely requires prior planning and 

coordination, established protocols, and rehearsed procedures.  Further, it requires pre-

programming of frequencies, PL tones, side-tones and sometimes other esoteric nuances that are 

native to the radio systems of local agencies and neighboring jurisdictions that would respond 

under mutual aid agreements. 



In worst case scenarios where responders are a pick-up-team that has not worked together 

before, it will require a well trained and practiced technician, with documented procedures, a box 

of spare radio connectivity “pig-tail” cables, great patience and personal communications skills 

to establish the required connectivity between the team’s non-interoperable radios.  It can be 

done, but it will not be quick or easy.  Even in the best case scenarios where responders have 

coordinated in advance, effective utilization of the radio interoperability capability requires 

disciplined use of tactical channel assignments to prevent misrouting and overloading of bridged 

channels.   Further, making the radios interoperable does not overcome language and 

terminology barriers that may exist among the responders.  Improved radio interoperability will 

continue to be a high priority for future MITOC research including looks at software-defined 

radio (SDR) and cognitive radio technologies. 

Internet Router    MITOC utilizes a Cisco 2811 series router as it provides the following 

features: 

·  Small form factor requiring just 1U of rack space 

·  Built-in network security including Virtual Private Networks (VPN) that provide security 

and encryption of network traffic as well as anti-virus and firewall features 

·  It incorporates Cisco Call Manager Express Voice-over-IP (VOIP) telephony that can 

support up to 36 VOIP telephones without an additional telephone switch 

Internet Server    MITOC utilizes a PC based network server to host applications and buffer 

content requests. It also acts as the interface controller, resident storage, and configuration device 

for control of the satellite dish and router, and to perform modeling and computing functions. 

Wireless Local Area Network (Wi-Fi)    One of the most important features of MITOC is 

the ability to provide a “bubble” of secure wireless Internet access. This wireless network 



provides authorized users access to all MITOC applications from wireless capable computers, 

laptops, or PDAs. This utility allows on-scene collaboration with instant messaging which can 

contribute to reducing radio traffic.  MITOC utilizes a Cisco 2.4GHz broadband wireless router 

for the wireless network due to its low cost, reliable performance, and ease of set-up. 

Our research group will continue to investigate “mesh” wireless systems, including Cisco’s 

new Aironet 1500 series Mesh product. As configured, the research team has measured an 

effective outdoor transmission range of around 1,500 feet in flat terrain which is acceptable for 

most deployments. Higher external antenna placements could drastically increase the range and 

will be a subject of future performance testing. 

Voice-over-IP (VoIP) telephone switch    As stated, the Cisco 2811 router contains an 

optional integrated VoIP telephone switch called the Call Manager Express which saves 1U or 

more of rack space and provides a flexible telephone system that can support up to 36 desk or 

handheld telephones. A robust telephone system is a feature not found in most mobile command 

posts, even the large RV or bus-based units. This system provides the incident team a dedicated 

and highly reliable inter-team communication capability when local land line and cell phone 

systems may be overwhelmed with traffic or completely knocked off the air due to loss of power.  

Even more importantly, the VoIP telephone system reaches to the outside world via the 

broadband satellite dish and actually pulls its dial-tone from a land-line telephone company 

central office in another location, so that even when local landline and cell systems are down, 

MITOC still provide global telephone connectivity.  As a prudent matter of disaster planning it 

will be wise to arrange for the dial-tone for a production version of MITOC to come from a 

stable land mass distant from the local jurisdiction. That way, a regional event like a hurricane or 

earthquake would not impact the dial-tone available through MITOC as it will come from a 



central office in an unaffected area of the country. The distance from MITOC to the call center 

ultimately makes no difference to the user except that, because this is a space based system, there 

is a short propagation delay that is experienced at the beginning of a call. 

 Controller PC    MITOC is equipped with a 1U rack-mounted PC that stores within the 

rack for transport and slides out for keyboard and screen access during operation. It provides 

control of all aspects of MITOC from a single onboard point. 

Ancillary and External Support Equipment    In addition to the central electronics 

equipment suite MITOC includes the following: 

·  1.3 meter self erecting, auto-locating, satellite dish providing 1 Mb/s download and 256 

Kb/s upload, mounted on the roof of the MITOC transport vehicle (Figures 5 and 6).  

·  (6) HP laptops with auto-encrypted hard drive and wireless connectivity. 

·  (6) Cisco VoIP desk model 7960 series telephones. 

·  (6) Cisco VoIP handset model 7920 series secure portable phones with a range of 

approximately 1200 feet. 

·  Columbia Weather Systems portable, wireless, weather station which provides MITOC 

accurate on-scene weather data for “hot-zone” and wind plume modeling.  

·  Globalstar FAU-200 satellite telephone antenna that supports up to three standard single-

line telephones for voice or data connections at 9.6 Kbps. The antenna can be mounted on 

the MITOC vehicle for in-route use or at the scene as a back-up to the main satellite dish. 

·  A Verizon Broadband Access PC Card is utilized for Internet access while en route to the 

incident scene or as another redundant back-up connectivity path for the main satellite 

dish in the event of system failure or conditions unsuitable for the satellite dish 

deployment.  



·  A generic all-in-one printer-fax-copier-scanner is currently transported with the MITOC 

and can be accessed by any PC on the wireless network. 

 

Software Tools utilized and/or tested by MITOC 

·  Geospatial Information Systems (GIS) mapping providing locations of key infrastructure 

elements such as transportation, government, watersheds, utilities, schools, etc. 

·  Incident Management Software for event logs, tracking, reporting, and databasing 

·  Collaborative planning software for real-time coordination among on-scene and remote 

agencies, document and information sharing, and instant messaging 

·  Imagery Software for high resolution overhead and oblique views of surroundings 

·  Integrated emergency operations software with mapping applications, plume modeling, 

chemical reactivity tools, and weather interfaces 

·  Hazmat database software  

·  Law enforcement intelligence Sensitive-but-Unclassified (SBU) databases and software 

·  Law enforcement video surveillance integration software 

Figure 5: MITOC Satellite Dish Front View Figure 6: MITOC Satellite Dish Rear View 



·  Emergency medical and Public Health software 

·  Video conferencing software 

·  National power grid monitoring software 

Design, Development, Test, and Performance Evaluation Concept 

The MITOC project is not meant to be a traditional academic research and experimentation 

effort.  Instead, it is a rapid prototyping effort, using a design-build-test-demonstrate-fix model. 

From inception, the program has included close coordination with Local, State, and Federal law 

enforcement, fire and rescue, medical, and Hazardous Material Response personnel to rapidly 

but incrementally build a suite of advanced information technology tools that these personnel 

would be willing to use in real-world operations.  These functional experts can not always fully 

describe the tools that they need, but immediately “recognize it when they see it.” 

The prototyping process typically and continually consists of:  

·  Interviewing at length functional experts to determine their requirements 

·  Brainstorming the design of solutions, many of which may be procedural rather than 

technology based 

·  Assembly, integration, and test of solutions at the University of Louisville 

·  Demonstration and evaluation with functional experts 

·  Fixing failures and weaknesses identified by functional experts 

Operational Concept 

While providing advanced information and communications technology to an on-scene incident 

commander, it is not the expectation of the MITOC development team that the typical incident 



commander will be an information technology specialist.  MITOC was designed with three tiers 

or categories of users/operators in mind: 

·  The Incident Commander (IC) is likely to be the senior functional leader responding to 

the incident. For example, if the incident is a fire, the local or regional Fire Chief would 

be the likely IC.  The most serious emergency management situations will involve a 

combination of many problems and local procedures and jurisdictional guidelines will 

determine who fills the role as the on-scene incident commander. In any case, the IC is 

not expected to be an information technology expert, and with the exception of the hand-

held communications devices, the IC is not likely to directly use the MITOC technology.  

Instead, the IC is likely to use MITOC by tasking his or her subordinate, response team 

members, to access or share information via MITOC tools. 

·  A select group of Response Team Members, acting as an informal staff for the IC, will 

directly use MITOC tools and systems to access and share information, plan and monitor 

operations, and communicate with all responders.  These team members do not have to be 

information technology experts, but are expected to have basic computer and 

communications system skills in: PC office automation tools (i.e. email and word 

processing); and modern PC based communications (i.e. web browsing and text 

messaging).  Special training is likely to be necessary for the team members to effectively 

use the special functional tools such as plume modeling, and imagery manipulation 

software. 

·  The technical operator of the MITOC might be called something like an Incident 

Command Support Specialist (ICSS).  The ICSS would be responsible for coordinating 

and maintaining MITOC configuration information prior to a response event.  The ICSS 



would supervise the set-up and tear-down of the MITOC hardware at an event, and would 

be responsible for system initialization, startup, maintenance, on-scene configuration 

changes, and system shut down.  The ICSS is expected to be an information technology 

specialist with skills typical of someone who might work at a computer or automated 

system helpdesk or support center.  We anticipate that larger communities probably 

already have public service employees with the necessary skills.  Smaller and rural 

communities are likely to fill these positions on a volunteer basis as they do their 

Volunteer Fire Departments. 

Demonstration/Evaluation Events Completed to Date 

As stated earlier, the rapid development model used for MITOC involves interacting with 

potential system users to determine system requirements, incremental development of 

capabilities, and demonstration and evaluation of the capabilities at events.  The following are 

major demonstration and evaluation events that MITOC participated in during 2005. 

·  Thunder Over Louisville, April 2005, Annual Fireworks and Air Show – an early 

increment of MITOC participated in the event by enhancing local law enforcement 

communications. (Figure 7) 

·  Kentucky Derby, May 2005 – MITOC positioned on the race infield providing law 

enforcement personnel enhanced communications and situational awareness by 

integrating video from surveillance systems. (Figure 8) 



 

·  Coalition Warrior Interoperability Demonstration (CWID), June 2005, Annual U.S. 

Military and Homeland Security Exercise – MITOC deployed to the site of a simulated 

terror attack on critical infrastructure sites providing incident response personnel a 

mobile command post and critical communication links and data feeds to deployed 

elements, U.S. Coast Guard watercraft, the State National Guard Command Center, and 

U.S. Northern Command Headquarters. (Figure 9) 

·  Rural Domestic Terrorism Response Exercise, September 2005 – The first test and 

demonstration of a “full-up” MITOC took place during a 2 day inter-agency emergency 

response and management exercise conducted in a remote area of Hazard County 

Kentucky. The system served as the single command post that coordinated all activities in 

response to a fire and explosion at a simulated drug lab; coordinated the rescue and 

evacuation of victims; coordinated HAZMAT operations; and supervised the law 

enforcement response to a related terrorist sniper and hostage situation.  The Hazard 

exercise included coordination of military support; federal, state and local law 

enforcement; fire and rescue; hazardous material teams; and emergency medical 

Figure 7: MITOC at Thunder 
over Louisville, April 2005 

Figure 8: MITOC at the 
Kentucky Derby, May 2005 



personnel.  The event took place in an extremely remote, rural, and mountainous area 

with no power or communications infrastructure with activities ranging over several 

miles.  It was the first full field demonstration of the ability of MITOC to provide the 

entire communications infrastructure and sole command post for a major emergency 

management operation.  (Figure 10) 

 

·  Inter-Agency Bio Terrorism Exercise, December 2005 – First exercise and demonstration 

of MITOC outside the state of Kentucky. MITOC deployed to the Muscatatuck National 

Urban Training Center in Indiana. MITOC components were dismounted and moved 

inside a local structure serving as the incident Tactical Operations Center, providing the 

incident commander his primary communications systems, and management tools.  

Extensive use was made of the MITOC weather station, mapping, and plume modeling 

software in this exercise. 

Figure 9: MITOC at CWID 2005 Figure 10: MITOC at Hazard 
County KY Inter-Agency Exercise 



Results 

For each public demonstration and evaluation event, a general sensing of what the on-scene 

incident/event commander would have with and without MITOC was established.  MITOC 

capabilities were either added or enhanced to cover identified capability gaps for each event.  For 

example, the ability to monitor law enforcement surveillance cameras was added for the 

Kentucky Derby; the ability to support advanced encryption systems was added for CWID 2005; 

and the roof mounted satellite dish made its debut at the September 2005 Hazard Kentucky 

event. True to the projects “design-build-test-demonstrate-fix” rapid prototyping model, lessons 

have been learned and MITOC capabilities have been expanded with each demonstration and 

evaluation.  Detailed lists of findings and recommendations are created after each demonstration 

and evaluation and considered for incorporation in the system.  Some of the enhancement 

recommendations have been described above.  Others include: 

·  User feedback on the current version of MITOC has been very positive with the on-scene 

incident commanders and the first responder functional leaders saying that it added 

dramatically to their capabilities. 

·   Users never feel they have enough bandwidth and MITOC has been improved rapidly in 

this regard with the addition capabilities such as the roof mounted satellite dish. Other 

technologies are being considered to further improve overall communications throughput. 

·  Simplification and expansion of the FM radio integration system is needed. 

·  Simplified and expanded surveillance video integration is needed. 



Future Research Directions 

MITOC development and commercialization is expected to continue for at least two more years.  

Anticipated future research goals for enhanced and expanded capabilities include: 

·  Integration and experiment with a low-cost rotor-craft UAV for transport of next-

generation lightweight remote sensors and/or wireless access points, and rapid remote 

video surveillance of “hot zones.”  

·  Improved power generation and storage with tests of batteries, solar arrays, and on-board 

invertors. 

·  Integration of very small, next-generation satellite terminals for lower cost, improved 

ease of use, and smaller profile. 

·  Integration of wireless personnel and equipment tracking systems. 

MITOC (and part of the research team) is now on call to be deployed with the Area 6 

Regional Hazmat Response Team and the Louisville Metro Joint Emergency Response Unit 

to provide Incident Command support. This will provide real experiential feedback from 

actual deployments as opposed to just exercises. 
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